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When we think about Data Privacy our minds might wander to that scene in the movie Minority 
Report where John Anderson walks into a Gap store and after a retinal scan, a computer greets 
him by name and asks about his last purchase.  

That scenario is not so far-fetched today. Personal data has become the raw material of the 
digital economy. Collection and use of personal data are central to the business model of most 
technology firms and are increasingly so in retail, finance, healthcare, and yes, insurance. A 
recent headline in the Economist proclaims that the world’s most valuable resource is no longer 
oil, but data.  Artificial intelligence, big data and data analytics are all too common descriptors in 
the new digital economy where rules about how data is used, stored and treated are still being 
written.   

Related privacy issues are currently being deliberated at the United Nations and regulated by 
governments around the world. In the United States, there’s a patchwork of cumbersome 
federal and state regulations, and more laws are emerging as states across the nation continue 
the process of developing and adopting state policies related to the collection of personally 
identifiable data and information.  

For Texas businesses that might be subject to these laws and regulations, the landscape is 
complex and there’s much to learn. If you’re new to this subject or interested in taking a deeper 
dive, you could start with the data privacy tips. 

Current Regulatory Landscape 

In Europe, privacy is a human right. There must be a legal basis or consent for processing 
personal information and controllers and processors must meet strict requirements. Personal 
data is broadly defined to include information relating to an identified or identifiable person 
including specific physical, physiological, genetic, mental, economic and cultural factors. The 
European Union’s General Data Protection Regulation (GDPR) became effective on May 24, 
2018.  

In the United States, persons have some constitutional right to privacy though it is viewed more 
widely as a consumer right. The commercial use of personal information is permitted, limited 
principally by sectoral laws like GLBA (financial records), FRCA (credit information), HIPAA 
(health records), TCPA (telemarketing), FERPA (educational records) and COPPA (children’s 
online privacy).  

The big story in 2018 and 2019 regarding the adoption of comprehensive privacy legislation was 
California’s passage of the California Consumer Privacy Act (CCPA). Except for a handful of 
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minor amendments, the core of the CCPA remained unchanged in 2019. The CCPA, with 
amendments, became effective Jan. 1, 2020. 
 
Also, in 2019, Texas was one of a handful of states to convert privacy legislation into a law to 
study privacy. The Texas law established an advisory council to study privacy laws and to make 
recommendations on specific statutory changes regarding privacy. The findings and 
recommendations are scheduled to be delivered to the legislature by Sept. 1, 2020, and Texas 
is expected to take up a comprehensive privacy law in 2021 following the release of the report. 
 
Commonalities Among State’s Proposed Laws 
In 2019, seventeen states introduced comprehensive privacy legislation for the first time. These 
states include; Connecticut, Hawaii, Illinois, Maryland, Massachusetts, Minnesota, Mississippi, 
Nevada, New Hampshire, New Jersey, New Mexico, New York, North Dakota, Pennsylvania, 
Rhode Island, Texas and Washington. Of those states, only Nevada passed a law limited to 
personal information collected online. The Nevada law became effective Oct. 1, 2019.  
 
In 2020, many of the same states are expected to introduce or carry over privacy legislation, 
and Delaware, Colorado, Nebraska, Ohio, Maine, Rhode Island and Vermont are expected to 
add their names to the list. In addition, there are five federal privacy bills that have been added 
to the already crowded field of legislation.  
 
With the privacy horizon uncertain, and the Texas advisory council actively working toward 
recommendations, it is important to understand what to watch for in the coming legislation.   
 
Reviewing the bills introduced in 2019 we can identify certain trends. Most of the bills introduced 
in 2019 have the following common elements: 
 
Consumer Rights 

• Right to notice/access to personal information collected 
• Right to notice/access to personal information shared with others 
• Right to correction/rectification of personal information 
• Right to deletion of personal information 
• Right to restrict collection of personal information 
• Right to restrict processing of personal information 
• Right to opt-out/opt-in from the “sale” or disclosure of personal information 
• Right to data portability 
• Prohibition on discrimination for exercising a privacy right 

 
A few states have introduced the requirement that businesses perform a risk or data protection 
assessment of their processing activities involving personal data, and additional data protection 
assessments anytime there is a change in processing that materially increases the risk to 
consumers. New York is the only state to have introduced a bill that recognizes a fiduciary 
relationship and creates a duty of care, loyalty and confidentiality to secure the personal 
information of a consumer. 



 
Exemptions 
Other commonalities among privacy legislation being developed across the nation include broad 
exemptions that are helpful to our industry. Some bills exempt personal information collected, 
processed, sold or disclosed pursuant to the Gramm-Leach-Bliley Act (GLBA). While others 
exempt the GLBA financial institution and affiliates in their entirety regardless of the type of data 
collected, used or disclosed. Other types of data exempted include Fair Credit Reporting Act 
data as well personal data collected in an employment or commercial context.  
 
Scope 
Legislative proposals typically apply to for-profit entities doing business in the state that target or 
service residents in the state, that have gross revenues in excess of $10 million to $25 million, 
and that satisfy one or more of the following thresholds: 
 

• Controls or processes the personal data of 50,000-100,000 plus consumers, or 
• Derives 50% of gross revenue from the sale of personal data and processes or controls 

personal data of 25,000 consumers or more. 
 
In some instances, proposed regulations would also apply to any entity (regardless if it meets 
the above definition), that controls or is controlled by a business that meets the above definition 
and that shares common branding with the business. 
 
Personal Information 
Without limitation, personal information is usually defined broadly to include information that 
identifies, relates to, describes, is reasonably capable of being associated with, or could 
reasonably be linked, directly or indirectly with a particular household or consumer.  
 
Examples include: name, address, IP address, unique personal identifier, e-mail, Social Security 
Number, driver’s license number, geolocation data, travel history, information regarding a 
consumer’s interaction with a website, browsing history, search history, professional or 
employment information, education information, characteristics of protected classes under 
federal or state law, medical and health data, biometric data and genetic information.  
 
Personal information typically does not include publicly available information that is lawfully 
made available from federal, state or local government records or deidentified data that cannot 
be used to infer information about, or otherwise be linked to, a person.  
 
Enforcement 
Usually under draft legislation, the state attorney general holds exclusive authority to enforce 
with civil penalties between $2,500 and $10,000 for each violation. Some states may have a 
cure period in which to avoid penalties. Others would create per se liability under the state 
consumer protection statute. Some bills would provide private rights of action for a data breach 
where reasonable data security measures have not been instituted by the business. Others 
have a private right of action for any violation while others have no private right of action.  



 
8 Tips for Your Business 
Despite the uncertainty related to future regulatory developments, there is much that can be 
done now to learn and prepare for eventual privacy laws and regulation that may affect your 
business.  
 
Even without the threat of legislation, consumers now expect a certain amount of control over 
their personal information. By taking the steps below, your business will be equipped to 
demonstrate to consumers that your business has carefully considered these issues and that it 
respects the privacy of customers’ personal information.  
 
1) Data Mapping 

 
The first and most important step to take is to “map” your data. By this, we mean to understand:  

• What personal information your business collects 
• The sources of the personal information (is it from a public information source?) 
• Where the personal information is stored 
• With whom the personal information is shared, and 
• For what purpose is the personal information used. 

 
The goal is to track the lifecycle of the personal information from the time it enters your business 
to the time it is deleted or otherwise destroyed. Initial data mapping is typically done manually 
with a written template that incorporates all categories of personal information. Once this is 
done, if it makes sense for the scale of your business, you can consider transitioning to an 
automated solution. The data map should be detailed enough to be useful when it comes time 
to respond to consumer requests and to draft your privacy notice. One important note about 
data mapping is that it is not a one-and-done process. Data is everchanging, and your data map 
will need to be revisited periodically.  
 
2) Data Retention/Data Minimization 

 
A data retention policy is your friend! If you have a policy, make sure it is up to date and is being 
followed. If you don’t have a policy, consider writing one. The less data your business retains 
the better. This is also true for data security preparation.  
 
3) Privacy Notice 
 
Now is the time to review your company’s privacy notice. This is the external notice that is 
posted on your website or otherwise provided to consumers. Is it an accurate reflection of what 
data your business collects, how it is used and with whom it is shared? Is it consistent with 
internal policy and practice and current law? If applicable, consider including what personal 
information you collect including from the business website, mobile applications, social media 
and office visitors (e.g., security camera footage). 
 



4) Policies and Procedures 
 
Now is also the time to review your company policies and procedures. They should support the 
business efforts to control the sources, retention, access, storage and transfer of personal 
information.  
 
5) Employee Training 
 
Develop internal training to ensure that all employees and independent contractors responsible 
for handling consumer personal information are aware of company policies and practices.  
 
6) Service Providers 

 
Hopefully, your data mapping exercise will have identified your third-party vendors with whom 
you share consumer personal information, what personal information is shared, and the 
business purpose for that sharing. Confirm that this is consistent with your policies and minimize 
the data shared to what is necessary for business purposes. You may also consider revising 
your contracts with these vendors to include limitations on the business use of the personal 
information and data security requirements.  
 
7) Consumer Requests 
 
Begin considering how your business would respond to and track a consumer request for a 
copy of personal information or to delete information. 
 
8) Data Security 
 
Finally, now is the time to review your data security practices and policies and consider updates. 
For instance, some state breach notification laws and privacy legislation have exceptions for 
encrypted data. You may wish to consider encrypting data that is considered personal 
information to avoid issues later. 
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