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Why Buy Cyber Liability?
10 REASONS TO BUY NOW

1  |  PRIVACY LAWS  

Forty-seven states, the District of Columbia 
and the federal government have privacy laws 
requiring prompt notification if personally 
identifiable information (“PII”) that is not 
encrypted is lost, stolen or disclosed.  Cyber 
coverage will pay for forensic investigators to 
determine the source and extent of a breach, 
attorneys to determine if notification is required 
and draft the notification letters, and breach 
response firms to provide notification services 
and credit monitoring to affected individuals.  
Coverage also extends to third-party claims 
alleging unauthorized disclosure of PII or other              
confidential information.

2  |  FINES/PENALTIES

Failure to comply with a privacy law can lead 
to significant fines or penalties levied by either 
state or federal agencies.  Cyber coverage can 
pay for the defense of this type of regulatory 
enforcement action as well as any resulting 
fines or penalties.  

3  |  PCI  

Under Merchant Services Agreements, 
organizations that accept credit card payments 
can be liable for forensic investigation costs, 
credit card reissuance costs, reimbursement of 
actual fraud losses and Payment Card Industry 
(“PCI”) fines or penalties if the organization 
is found to be non-compliant with PCI’s Data 
Security Standards (“PCI-DSS”) at the time of a 
data breach.  Cyber insurance can cover these 
contractual losses.

4  |  DATA DESTRUCTION 

Hackers and rogue employees can destroy or 
damage an organization’s electronic records.  
Cyber coverage will pay for the costs to restore 
or recreate these records.

5  |  SHUTDOWN  

Cyber-attacks may disable, corrupt or shut 
down an organization’s computer network or 
point of sale system.  Cyber coverage can pay 
for the loss of income while these systems are 
down awaiting restoration.

6  |  EXTORTION  

Hackers can threaten to steal or disclose data, 
encrypt a company’s entire network, or wreak 
other havoc on a company’s computer network 
if a ransom is not paid. Cyber coverage can pay 
for the cost of the ransom to end the threat.

7  |  CONTRACTS  

Increasingly, organizations are required to carry 
cyber liability insurance to meet contractual 
obligations.  Cyber coverage can meet this 
requirement.

8  |  EXPERTS

Cyber coverage can provide a team of cyber 
experts to assist an organization in responding 
quickly to a data breach including forensic 
experts, attorneys, notification specialists and 
credit monitoring companies.

9  |  REPUTATION 

Public relations experts can help restore and 
protect a your organization’s reputation if 
a data breach goes public.  Cyber coverage 
can contribution to the cost of hiring a public 
relations specialist.

10  |   VENDORS 

Businesses often transfer or entrust data to 
vendors, such as cloud storage providers, credit 
card processors, marketing firms or other third 
parties.  If these third parties experience a 
breach, the business itself, as the data owner, 
is responsible for providing notification under 
most laws.  Cyber insurance will provide 
coverage regardless of who caused the breach 
or where the data resided at the time of the 
compromise.

DATA SECURITY FACTS 

Seventy-one percent (71%) of all businesses 
reported a cyber-attack in 2015

The average cost of a data breach to U.S. 
businesses increased 15% in 2015 to $3.5 
million.

Security breaches caused downtime of 
more than 8 hours for 31% of impacted 
businesses.

One in three companies do not have a 
written incident response plan, and half of 
all companies do not perform periodic “fire 
drills” to test their security systems

Source:  “84 Fascinating and Scary IT Security 
Statistics,” NetIQ.com March 16, 2015
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Why Buy Cyber Liability?

Cybercrime is in the news almost every day for good reason. It is the fastest growing segment of crime
typically committed by highly organized organizations all over the globe. The nature of a Cyber attack may
take on various forms. For example, it may be the result of a Denial of Service attack, computer virus,
phishing scam or even the physical theft of a device. It may also arise from a Point of Sale Intrusion, a
malicious web application or use of card skimmers. All firms must be prepared to respond to the various
exposures to its financial condition, operations, and reputation – where data is at risk the entire company's
assets and revenues are at risk. The majority of this risk is not otherwise covered by property insurance or
other standard coverages, and must be addressed independently by a cyber risk policy.

Recent high profile cases such as Sony, Target, and Neiman Marcus prove without a doubt that large
companies with a high volume of consumer transactions must secure Cyber coverage. It seems obvious that
such coverage is necessary to provide balance sheet protection for claims from third parties, and also to
provide coverage for the steps necessary after a privacy event has occurred, such as forensic and
notification costs, public relations, and credit monitoring.

What may not be newsworthy or as obvious to buyers is the need for such insurance for small and mid size
firms that may or may not have such high volume transactions with the public. In many ways, the need is
greater. Not only could an event be destructive to the balance sheet of a smaller company, but the purchase
of such a policy provides the insureds with access to the expertise of professionals who can guide the
Insureds through the breach. Such expertise is necessary in executing the necessary breach plan upon
discovery of an event and also invaluable in navigating what is unquestionably a labyrinth of state and
federal requirements.

Large companies with significant consumer transactions are clearly not the only customers who are
susceptible to a network security or privacy event. Most likely, they are the companies with the greatest
resources to prevent such an event. Many times, the efforts of a hacker are more of a full scale attack on a
potential system exposure, and they do not discriminate between the doors that open if the attack is
successful; they will pursue any vulnerability and obtain all available information from the target, only to
determine later if any value exists. This may include credit card information, other forms of personal
information belonging to the customers, patients or employees of the target, and confidential corporate
information of the target or its clients. Unfortunately, the small to mid-size firms with fewer resources to
secure their records and systems are often the "low hanging fruit" for the hackers.

Credit card data, the life blood of many companies, is fraught with risk. This information is enormously
valuable to hackers and very often what they seek to obtain in their hacking efforts. As a result of such a
violation under their merchant service agreement, the company is responsible for forensic investigation
costs, credit card reissuance fees, and the cost of the underlying fraud. These costs alone can be
destructive to a small or mid-sized retailer.



The responsibility to secure data for others such as business partners, customers, patients and sometimes
even employees is very high, governed by commercial contracts, non-disclosure agreements and
complicated regulations. Violation of such contracts and agreements due to a breach event may trigger
expensive damage claims. Loss of consumer data in the U.S. may be particularly costly as consumers
increasingly seek legal redress as their patience continues to wane in light of these breaches.

The operations of the company may also unknowingly create Cyber exposures that need to be addressed.
Firms that use cloud providers retain much of the financial exposure for information stored in the cloud, as
the contracts for such services favor the providers and are typically non-negotiable. Where a service
provider is used to store sensitive information, it is recommended companies work closely with their broker
to insure that coverage is provided.

The value of the first party coverage in the event of a breach cannot be understated. Upon discovery of a
breach, there is a series of critical events that must occur almost immediately to mitigate damages and
ensure compliance with federal and state privacy laws. Forensic costs to determine the nature and scope of
the breach can be significant. While estimates vary widely as to the cost per record for notification in the
event of a breach, the overall expense to prepare and release the notification letters in accordance with
applicable law is substantial. Services provided to the impacted parties often include credit monitoring costs
and potentially other identity restoration costs. Throughout the process, it is critical that the firm works with
public relations experts to minimize the impact on customers, business associates, competitors, and the
public at large. These expenses are included in the first party coverage and clearly provide valuable services
to the insured in the event of a breach.

Other first party coverages may include extortion coverage (an increasingly profitable venture for hackers)
and business interruption loss coverage for the insureds. It is important to note that business interruption
due to a security event would not be covered under a typical business interruption policy and should be
pursued as a component wihin a cyber risk policy if protection is needed.

Company websites and use of social media can be a fantastic tool for many companies in providing
information to their customers but can carry an enormous risk. As information is spread widely, quickly and
perhaps hastily, liability exists for companies based on the content including actions of their employees or
others who may post content onto company sites. Many cyber risk forms can protect companies from claims
alleging libel, defamation, trademark and copyright infringement arising out of the content on their sites.

Many insurers provide a compilation of pre-selected breach experts that are prepared to expertly guide
insureds through the breach response. Alternatively, other insurers allow the insureds to work with the
response firms with whom the insureds are most comfortable.

The cost for cyber insurance remains very reasonable and a good value for most companies given the
potential first and third party costs in the event of a breach. It is important that insureds work with their
agents or brokers to determine the scope of coverage needed given their particular exposures as well as
explore appropriate coverage limits for their operations.



Cyber Limits Benchmarking Report
PREPARED FOR: ABC Industries 

Industry Group: Professional Services

Annual Revenues: 

Records Affected:

PEER GROUP ACCOUNT LIMITS HISTORICAL PEER GROUP LOSSES Loss Cases: 87

Accounts with Less than $1M in Limits

Accounts with $1M in Limits

Over $1M in Limits (Breakout Below)

SAMPLE CASE STUDY

The 95% Confidence Interval above is derived from an aggregated cyber breach and loss dataset provided by Advisen, and models degrees of Cyber Limit confidence in 

the event of a breach for Professional Services Companies with $5,000,000 in annual revenues and 50,000 records affected. The Sample Case Study below is filtered for 

Professional Services companies with $5M to <$15M in annual revenues.

An employee attempted to sabotage the company's computer system by deleting 615 files of the company's backup history. He also logged on to the company's internal 

website that was used as a resource for employees. He deleted half a dozen pages of the company's internal wiki and also turned off weekly backups for the primary offset 

file server. The company, which was later acquired by a larger auto dealership software firm, claimed that those changes caused $140,000 in damages as they struggled to 

determine the extent of the tampering.

Total Loss: $140,000

ACCOUNT LIMITS CONFIDENCE INTERVALS

Peer Accounts: 220

4%

59%

38%

50,000

$5,000,000

The benchmarking information above is derived from CRC Group's proprietary 

book of Cyber business and aggregated cyber loss data, but filtered to show 

results only for Professional Services Companies with $5M to <$15M in annual 

revenues.

The above metrics are derived from an aggregated cyber breach and loss 

dataset provided by Advisen, but filtered to show results only for Professional 

Services Companies with $5M to <$15M in annual revenues.
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Cyber Liability Studies - Source of Breaches
Data breaches stem from all sorts of causes, ranging from a lost lap top left on a commuter train to patient
heath records thrown into a dumpster. A careful review of the causes can assist any organization better
understand their own exposures and take action to mitigate the threat of a potential data breach.

No organization is immune to cyber risk, as each has information that is valuable to unintended third parties
and vulnerabilities unique to their operations. In the healthcare sector, many breaches have arisen out of the
loss or theft of paper records or laptops containing personal health information. Retail organizations have
been hard hit by point of sale intrusions as illustrated in the 2014 Home Depot breach. For governmental,
educational and financial institutions, as well as manufacturers, entertainment and technology companies,
breaches have arisen from hacking and or malware attacks. Advisen identified the following industry
composition of cyber events:

The process of analyzing Cyber Events data is occurring at the very same time as Cyber Events are
skyrocketing. See chart below summarizing the frequency of cases and events in recent years.



The process of gathering of information on Cyber Events is quickly maturing. There are a number of entities
that have been conducting extensive studies for many years. Their results are widely regarded as important
in understanding cyber risks. Several of these studies findings are incorporated below.

BEAZLEY

Beazley Insurance, a leading provider of cyber liability in the United States released an analysis of over
1,500 data breaches Beazley serviced between 2013 and 2014 in a September 2014 report. Beazley
reported the following sources were the top cause of loss in the study period.

VERIZON



In the Verizon 2014 Data Breach Investigation Report, a study of over 1,360 confirmed data breaches
arising from over 63,000 security incidents in 95 countries found the following basic sources of data
breaches in 2013:

NET DILIGENCE

In the fall of 2014, NetDiligence, a Cyber Risk Assessment and Data Breach Services company, released
the fourth annual NetDiligence Cyber Claims Study using actual cyber claims reported by U.S. insurance
carriers from a sampling of 111 insured data breach claims.

ADVISEN

Utilizing Advisen's unparalleled insurance network, the Advisen Cyber Risk Network developed the 2014
Advisen Loss Insights Data Report. They report the following cyber source information:



As shown above, the cyber risks faced by organizations in the current environment vary widely and take on
many forms. Organizations need to understand the nature of the information they hold, the manner in
which they or other entities hold the information and the security protocols in place to secure the
information. Further, organizations need to understand the potential for risk transfer through insurance in
protecting the balance sheet of the company for these exposures.



Cyber Liability Claims – Cost Studies
As more organizations choose to buy cyber liability, one of the biggest issues is no longer the decision to
buy but choosing the appropriate limits. This is a difficult task for any organization. Looking at recent claims
cost studies may help an organization understand the type of losses and or costs actually being paid in
order to choose limits for themselves.

In the fall of 2014, NetDiligence, a Cyber Risk Assessment and Data Breach Services company, released its
fourth annual NetDiligence Cyber Claims Study using actual cyber claims reported by insurance carriers
from a sampling of 117 insured data breach claims. Of the 117 claims, 111 involved disclosure of sensitive
personal data and 6 involved business interruption losses or the theft of trade secrets. Key metrics taken
from the study found:

• The average number of records exposed in each breach was 2.4 million
• The average cost of each record exposed was $956
• The average claims payout was $733,000
• The total claims payout was $62.3M, of this total:

Below find the breakout of Crisis Services Costs expense as categorized above:

• The average Crisis Services payout was $366K ranging up to $13.7M
• Payouts for regulatory defense ranged up to $5M
• Payouts for regulatory settlements ranged up to $2.5M
• Payouts for PCI Fines ranged from $11K to $6.9M (based upon 3 reported PCI related claims)

Additional information on Crisis Service costs are available from the 2013 report issued by Zurich Insurance
Company. The following average cost information was reported:



• Forensic Expense- $200 to $1,500 per hour
• Notification - $2 to $15 per record
• Call Center Expense – Dependent entirely on call volume, hours, training and staffing requirements

(no set amount)
• Credit Monitoring - $10 to $30 per record per year
• Public Relations – based on level of crisis management services customer requests (no set

amount)

The Ponemon Institute, an independent research and consulting firm, reported the following cost information
in their 2014 Annual Study: Cost of a Data Breach, which surveyed claims reported directly by participating
organizations in their study.

• The cost breakdown of each record compromised, $201, per their survey:

Based on a review of these studies, note the following considerations in determining the costs of a cyber
breach:

• There is often very little correlation between the payout for the claim and the number of records
exposed. For instance, a breach with one of the smallest number of records lost incurred defense
and settlement costs in excess of $11M

• While Crisis Services costs are relatively consistent, legal, regulatory costs and PCI fines or
assessments are not

• Crisis Services costs are scalable; the cost per record for notification and credit monitoring decreases
when the number of affected individuals increases. It has also been reported by various insurance
carriers that credit monitoring is only elected by 10% to 20% of those affected by a breach, thus
dramatically lowering the cost

• It can be argued that there is no accurate way to estimate potential losses based on any pre-
determined cost per record feature. This makes any attempt to benchmark potential claim payouts
unreliable. With this high degree of uncertainty, all organizations should take great care in selecting
their cyber liability limits

In determining limits, an organization should evaluate the type of data held and evaluate its risk to regulatory
action or PCI fines, penalties or assessments, which may necessitate purchasing higher limits for these
areas of exposure. In determining Crisis Services costs, an organization should seek to determine the



number of confidential records stored or processed in a year, as this number can be used to determine a
starting point for limits covering these costs. Various insurance companies and cyber risk consulting firms
have made available breach costs calculators to assist organizations in considering their limits.

Sources: NetDiligence 2014 Cyber Claims Study
Zurich Insurance Cyber Report – 2013
Ponemon Institute's 2014 Annual Study: Cost of a Data Breach



Understanding Cyber Liability

Beginning with the passage of the very first data privacy law in California in 2003, over 47 states and the
federal government have passed data privacy laws throughout the United States. These laws require all
organizations to take seriously the issue of securing their customer data from unauthorized disclosure or
theft or suffer significant potential fines or penalties. No organization is immune from a data breach and the
state and federal laws do not make a distinction between non-profits, public entities, schools, universities
and private or publicly held corporations nor do the laws consider the size of the organization.

As more customer and patient information is being stored electronically within an organization or on its
behalf by third parties, organizations of all sizes are now victimized with alarming frequency by the loss or
disclosure of data stemming from errant emails, lost or stolen laptops, malware, hacking or any number of
other cyber- attacks. As a result, organizations must react quickly to comply with the privacy law notification
requirements (at great financial and reputational cost) and respond to potential litigation from customers or
patients. This is in addition to the threat to the organization of business interruption from these attacks,
potentially resulting in lost profits and/or the damage or destruction of electronic records which must be
restored or recreated.

To meet the financial impacts of ever growing risks faced by any organization which collects, processes,
transmits or stores customer data (or data on behalf of others), cyber insurance was created to respond for
such loss as traditional insurance policies do not provide the necessary protection to protect the corporate
balance sheet.

Traditional Insurance policies fall short in the following areas:
• General Liability: GL coverage provides coverage for bodily injury and property damage to a third

party. In a data breach, there is no direct bodily injury or property damage, as the data is either stolen
or disclosed in an unauthorized manner. However, GL policies include Coverage B, Personal and
Advertising Injury which offers protection if there is "oral and written publication, of any matter, of
material that violates a person's right to privacy". Some carriers may respond to a third party claim
this coverage if there is a private rights allegation, but this coverage is very limited and often
contested by the carrier. Increasingly, carries are adding express data breach exclusions to their
policies

• Property: Property coverage may respond if an electronic data endorsement is included but such an
endorsement only covers the replacement of destroyed or corrupted data

• Commercial Crime: Commercial crime policies exclude loss directly or indirectly from theft of
confidential information

• Directors and Officers Liability: A D&O policy may respond to third party claims arising out of a
data breach. Much depends on the exact nature of the allegation and whether or not it is excluded by
policy exclusions. Typical emotional distress allegations are excluded

• Errors or Omissions Liability: E&O policies provide protection for wrongful acts committed in the
conduct of the Insured's "professional services" for others for a fee. In general, if the protection of an
insured's data is part of the service, the policy may respond, absent a specific exclusion



Privacy Liability Network Security

Contractual Liability Media Liability

For each of the traditional coverages noted above, there is no coverage for the first party expenses (such as
notification, credit monitoring) a policyholder may incur arising out of a data breach except for the property
endorsement noted above. Because of the limitations of these policies, insurance carriers have created
"cyber risk" coverage to fully protect policyholders from third party claims and first party expenses arising out
of a data breach. The actual term "cyber insurance" is often confused with "privacy coverage", the former
historically focused on services related to technology and or media exposures, while the latter addressed
violations of privacy laws as it relates to personal sensitive information. Today's insurance policies now use
these two terms interchangeably.

Cyber insurance is broken into two primary areas; first party and third party coverage.

THIRD PARTY COVERAGE:
Within the third party coverage provided by the insurance carriers, third party claims fall into four specific
areas:

Privacy Liability: Privacy liability arises out an organization's failure or negligence in preventing
unauthorized access, unintentional disclosure or loss of personal identifiable information (PII) or patient
healthcare information (PHI) of employees or customers in violation of a federal, foreign or state privacy law.

Typical examples include:

• PII accidently posted on a website or sent to the wrong party via email, fax or regular mail
• Lost or discarded non-electronic records, such as paper files thrown into a dumpster without prior

shredding
• Lost or stolen electronic records stored on laptops, thumb drives, backup tapes or other mobile

devices

Privacy liability may result in third party claims brought by regulatory authorities or affected customers or
patients. Regulatory claims typically arise from the policyholder's violation of a specific privacy law requiring
prompt notification and may result in significant fines or penalties. As the laws differ across the 47 states
(alongside federal laws such as the HITECH ACT) policyholders need to be aware that they must be in
compliance with each applicable law. For example, a policyholder who experiences a breach and has clients
residing in multiple states must determine whether they have a duty to notify each client under the privacy
law in the state in which the client lives rather than where the organization is located. This can be a
confusing process that requires the assistant of an attorney who is well versed in the specific privacy laws of
each state. Not all cyber risk policies provide coverage for regulatory defense and or fines or penalties, and
may only provide such coverage on a sub-limit basis.

Most privacy laws make a distinction between a data owner and a data owner. For example, under the
HITECH ACT, a data owner is a "Covered Entity" which is defined as any medical provider or organization
that collects PHI directly from a patient. As a data owner, the "Covered Entity" has a duty to provide



notification to each patient within 60 days of learning that the PHI has been lost, stolen or compromised.
However, in the event that a "Covered Entity" has transferred the PHI to a third party (Business Associate)
for storage or processing (such as a TPA, or medical billing firm) and the third party is responsible for a
breach of the PHI, it must notify the "Covered Entity" immediately. The third party is considered a data
holder and only has a duty to notify the "Covered Entity" under the HITECH Act.

It should be noted that under most state and federal privacy laws, notification is generally not required if the
data is in an encrypted format and the device storing the data is lost or stolen

Contractual Liability: Many policyholders assume contractual liability for the loss or unauthorized
disclosure of PII, PHI or the corporate confidential information of their customers. Cyber risk policies
typically do not provide any coverage for hold harmless or indemnification agreements. However, some
insurance companies may agree to name clients as additional insureds for any liability a client may be
exposed to if their business partner is responsible for a breach of data in their care. Still other carriers may
agree to amend their first party coverage to provide direct indemnification to a policyholder's customers if a
contract requires the policyholder to indemnify the customer for notification or credit monitoring expenses in
the event that the policyholder is responsible for a data breach. Each contract including a hold harmless or
indemnification agreement should be reviewed by the broker and carrier to provide clarity of coverage.

Another aspect of contractual liability arises out of Payment Card Industry –Data Security Standards (PCI-
DSS). Policyholders who accept credit card payments must sign a Merchant Services Agreement with a
Merchant Bank or Card Processor. Such agreements are unilateral and if a policyholder is found to be PCI-
DSS non-compliant at the time of a data breach, the policyholder may be contractually liable for the
following:

• Costs of a Payment Forensic Investigation to determine if the policyholder was non-compliant at the
time of the breach (this can cost thousands of dollars a day)

• Cost to reissue credit cards affected by the breach
• Reimburse the Merchant Bank or Card Processor for fraudulent charges on affected cards
• Payment of fines or penalties levied by the Merchant Bank or Card Processor

Network Security: This involves the theft or loss of PII, PHI or corporate confidential information on a
policyholder's computer system or by a third party who is storing, hosting or processing such information on
the insured's behalf (such as a vendor, cloud provider). Network security also includes losses arising from a
denial of service attack, hacking attack, or the unauthorized introduction by an unauthorized party or a rogue
employee of malware or spyware. Specific examples include:

• Skimming at point of service terminals by card skimming devices
• Malware which captures credit cards at point of sale terminals
• Phishing attacks which trick employees into unknowingly downloading software, which launch viruses

or malware throughout the policyholder's computer network, exposing records to the outside
attackers

• Theft of data while in transit (once it leaves server in route to its destination)
• Denial of service attack launched against the policyholder's network which overwhelms the system

and shuts it down, denying use of the network



Media Liability: Media liability coverage may be provided to policyholders to protect them from claims
arising from the content on their websites. It is intended to protect them from allegations such as copyright
and trademark infringement, plagiarism, product disparagement, as well as some personal injury allegations
such a libel/ slander, emotional distress or disclosure of private facts. Some policy forms will cover any
content posted on any social media sites or blogs by an insured or posted by third parties on an insured's
site(s). While this coverage may overlap the Personal Injury and Advertising Liability found in Coverage B in
a General Liability policy, a GL policy's coverage may be more limited in that some forms may exclude
content disseminated over the internet, content created for others or content posted to social media sites.

The media coverage provided by insurance providers varies, and may extend to cover non-electronic media
as well (print, public speaking and other forms of dissemination). Coverage does not include patent
infringement coverage or theft of trade secrets. Some policy forms may include content negligence, which
allows coverage to respond for damages arising from reliance of content which may have been inaccurately
or negligently posted onto a website.

FIRST PARTY COVERAGE:
Breach Response Expense: Cyber risk policies provide coverage to pay on behalf or reimburse the
policyholder for various expenses they incur to respond to a data breach. This coverage includes:

• Forensic investigation Expense: Costs to hire a forensic investigator to determine the cause and
scope of a data breach

• Legal Expense: Costs to hire attorney's to determine if a breach requires notification under state or
federal law and to draft the notification letter, when applicable

• Notification Expense: Costs to mail notification letters, set up call centers and handle unreturned
mail

• Credit Monitoring Expense: Although not required by law, coverage is provided to provide credit
monitoring for affected individuals

• Crisis Management/Public Relations Expense: Costs for hiring public relations professionals to
handle the communications if the breach becomes public knowledge

The breadth and scope of the reach response expenses provided by the insurance carriers vary. Some
carriers provide a sublimit for each of the above expenses as part of an overall aggregate policy limit. Other
carriers provide a sublimit outside the policy aggregate limit. Some carriers provide coverage for the above
expenses on a "per affected individual' basis, therefore providing for all notification and credit monitoring
expenses up to a specific number of affected individuals, outside the general policy aggregate limit.

Data Restoration Expense: Policyholders may have electronic data or records that are damaged,
destroyed, corrupted or lost as a result of a cyber-attack or actions of malicious employee. This coverage
will reimburse the policyholder for the expense to recreate or repair the destroyed or damaged data. For
example:

• A virus is downloaded by an employed through a fraudulent email destroys the company's accounting
records. The data restoration expense would reimburse the company for the costs to recreate its
account files



Cyber Business Interruption: As a result of a network security event, such as a denial of service attack or
corruption of the network by malware, the policyholder's computer network or point of sale system may have
to be shut down until the system's integrity is restored. During the network or point of sale system shut
down, the policyholder may incur the loss of significant profits had such an event not incurred. Cyber
business interruption coverage will reimburse the policyholder for its lost profits until the system is restored.
It may also pay for the operating expenses incurred to restore the network and forensic expenses to
determine the source of the attack.

In addition, some policy forms provide limited coverage for contingent business income losses. Such
coverage applies if there is a covered cause of loss which shuts down a vendor's computer network which in
turn leads to lost profits of the policyholder. An example would be if a policyholder depends on a third party
to host their ecommerce site and malware shuts it down, resulting in loss of sales on the site.

Cyber Extortion: Computer systems may be a target of criminals who either threaten to shut down a
policyholder's computer network (for example through a denial of service attack) or who have stolen
confidential records and threaten to release them to the public if a ransom is not paid. Even more insidious
have been "ransomware" attacks, which encrypt a policyholder's entire network unless a ransom is paid.
Cyber extortion coverage will pay the ransom and the associated costs in effecting its payment.

Reputational Harm Coverage: Data breach events can cause significant harm to an organization's
reputation. Many organizations see a significant decline in income following the public's awareness of a data
breach. For example, Target suffered a large drop in revenue the quarter immediately after the
announcement of its breach. Some insurance carriers are now offering reputational harm coverage. This
coverage begins once the policyholder's computer network has been restored and provides for
reimbursement of the loss of income for a particular number of months following the data breach and the
network's restoration.

Other Coverage Issues:

Cyber liability policies can be customized to meet specific needs of various organizations. Some of these
customizations may include:

• Full prior acts for first time buyers
• Automatic additional insured coverage
• Amendment of other insurance clauses
• Data restoration expense coverage which responds to accidental damage or destruction of data
• Separate towers of insurance for specific coverages
• Negotiation of vendors for breach response services

In general, cyber risk policies are rapidly evolving to reflect the new cyber risks that organizations are
constantly facing. Carriers are in a continuous process of updating and revising their policy forms to meet
the new reality of a digital world. Policyholders, who understand the value of cyber insurance, need to know
the scope of their coverage, when and how to report a claim and who their vendors will be that will assist
them navigate the perils of a data breach. They also need to closely review all contractual cyber liability
requirements with their brokers prior to signing any contracts to best meet contractual requirements as well
as how their policy will respond to any acquisitions or divestitures.



Initial Steps to Follow Upon Discovery of a Breach

It is critical that policyholders have a plan of action in place upon discovery of a potential breach or are
informed by business associates that a breach may have occurred on the policyholder's network. This action
plan should be shared with all relevant departments within the company to ensure that all divisions are
prepared to act efficiently and effectively.

These steps ensure that specialists are able to expeditiously address your breach with full knowledge of the
scope of the responding privacy and security coverage:

• Phone insurance providers claim contact or breach response team immediately for instructions,
counsel or advice

• Carrier will either appoint or provide a list of the following breach response vendors which insured
should contact immediately:

• Forensic experts to determine the source of breach and affected record
• Legal experts to determine if notice is required, draft notification letters, and notify all state or

federal authorities if required (including law enforcement organizations
• Public relations firm to contain reputational harm

• If legal experts recommends notification, a notification vendor will be hired to start the notification
process, set up call centers and procedures to handle return mail

• With insurer's consent, a credit monitoring firm will be engaged to offer affected individuals credit
monitoring services

• If legal or regulatory action is threatened, a law firm will be chosen to prepare for any investigation or
lawsuit

Recommendations
• Management should conduct "war room" drills to prepare for a potential breach. As mentioned, it is

critical, that key management personnel should know the breach response services provided by their
insurer as well as their own post breach responsibilities.

• Do not pursue notification until you have received confirmation that records have been compromised.
In instances when is determined by counsel that you are not required to notify customers, seek
further advise from your broker and legal counsel as to whether you want to pursue voluntary
notification of customers. Doing so may damage your reputation and lead to an unnecessary loss of
customer or patients.



Thank You
Thank you for allowing us to be of service.

We hope you found this proposal to be thorough and relevant to assist you in selecting your cyber liability
coverage.

At your request, additional information is readily available to you. Please let us know if you would like any
further information, such as:

• Insurer policy form specimens
• Proposed endorsement language
• Applications for coverage

We appreciate your business, and look forward to working with you through the binding and policy issuance
process.
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